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OBJECTIVES OF INDUSTRY 4.0
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✓ Understand the concept of Industry 4.0 and its 
implications towards productivity

✓ Understand the benefits and challenges of
Industry 4.0

✓ Discover how to kick start and move towards 
Industry 4.0

✓ New Business Model - Technology



WHAT IS INDUSTRY 4.0?
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THE TERM ‘INDUSTRIE 4.0’ (in German)
ORIGINATES FROM A PROJECT IN THE HIGH-TECH
STRATEGY OF THE GERMAN GOVERNMENT, WHICH
PROMOTES THE COMPUTERIZATION OF
MANUFACTURING.

‘INDUSTRIE 4.0’ WAS REVIVED IN 2011
AT THE HANNOVER FAIR.
IN OCTOBER 2012 THE WORKING
GROUP ON INDUSTRY 4.0 PRESENTED A
SET OF INDUSTRY 4.0 IMPLEMENTATION
SUGGESTED TO THE GERMAN
GOVERNMENT. THE INDUSTRY 4.0
WORKGROUP MEMBERS ARE
RECOGNIZED AS THE FOUNDING
FATHERS AND DRIVING FORCE BEHIND
INDUSTRY 4.0
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1st

INDUSTRIAL REVOLUTION

Mechanization

Water, Steam
powered

machine
Replacement

of
manual
Labour

1700s

2nd

INDUSTRIAL REVOLUTION

Electrification

Electric 
powered

machineMass

production

1800s

3rd

INDUSTRIAL REVOLUTION

Automation

Use of
IT, electronic

Inautomation
Automation

& robot

1900s

4th

INDUSTRIAL REVOLUTION

Cyber Physical

Technology of
Cloud computing,

IOT, AI

Communication,

Control,
Computation 2000s

system

DOING THINGS RIGHT DOING THE RIGHT THING

ADDING QUALITY INTO QUANTITY

BETTER IN DECISION MAKING

PROCESS CENTRIC HUMAN CENTRIC

A DIGITALIZATION OF
DATA & INFO EXCHANGE,

THRU ADVANCED TECHNOLOGY WHERE EVERYTHING ARE
REAL-TIME CONNECTED & COLLABORATED THROUGH CYBER PHYSICAL SYSTEM
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EVOLVEMENT OF SOCIETY

EVOLVING TECHNOLOGY
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SYSTEM

CYBER PHYSICAL

CYBER PHYSICAL SYSTEM

SHORT RANGE LONG RANGE
• RFID •

• BLE / Bluetooth •

• Wifi •

• Mesh Tech

NB-IOT, -M

Lora/Sigfox  
3G/4G/5G

C
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N
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O
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Intelligence Mechanisms 
System Engineering
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WHY INDUSTRY 4.0?

CERTIFIED PRODUCTIVITY SPECIALIST (CPS) COURSE
11



CERTIFIED PRODUCTIVITY SPECIALIST (CPS) COURSE
12



CERTIFIED PRODUCTIVITY SPECIALIST (CPS) COURSE
13



• The world economic growth is increasingly 
driven by digitalisation.

• Consumer behaviour has evolved to prioritise 
quick and convenient experiences which is
powered by the internet and mobile phones.

MyDIGITAL is designed to complement national
development policies such as the Twelfth Malaysia
Plan (RMKe-12) and Wawasan Kemakmuran
Bersama 2030 (WKB 2030). Digital economy was
identified as a key economic growth area (KEGA) in
realising WKB 2030, to make Malaysia a country
which is developing sustainably with fair economic
distribution as well as equitable and inclusive
growth.
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DIGITAL

ECONOMY

SOCIETY
Job opportunities for GIG & Digital Skilled Workers

BUSINESS
New business models -> new products & services 
Larger market catchment -> e Commerce

GOVERNMENT
Improve public service delivery

DATA
Future commodity

A s digital technologies become more prevalent, the digital economy will 
become the foundation of the modern economy.

Accelerat ing the digital economy is no longer a n option but
crucial for M a l a y s i a .

Malaysia defines digital economy as:

“Economic and social activities that involve the production and use 
of digital technology by individuals, businesses and government.”
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SOCIAL 
ECONOMY 
ENVIRONMENT
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TECHNOLOGY PILLARS 
OF INDUSTRY 4.0
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ADVANCED MATERIAL
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ADVANCED MATERIAL
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Trends stimulating the demand 
for advanced materials



ADVANCED MATERIAL
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• Eliminate the use of prototyping & reduces design cycles
• Reduce design cost
• Reduce destructive test cost
• Eliminate design concepts error
• Optimize design prior to actual fabrication
• Scalability
• Predictive Engineering Analytic on virtual objects

- components reliability & life span

SIMULATION
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MANPOWER | MATERIAL | MACHINES | METHOD

ACTUAL FACTORY SIMULATION
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SIMULATION



SIMULATION

(demo anylogic)
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SIMULATION
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DATA SIMULATION



Additive manufacturing (AM) is a term used to describe the technologies that build 3D 
objects from a digital model by adding layer-upon-layer of material in different 2D 
shapes.

ADDITIVE MANUFACTURING

• From prototyping to real mass production
• Flexibility, cheaper cost, shorten design cycle

• Can produce complex 3D design output
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• Powder based
• Liquid based

• Solid based



ADDITIVE MANUFACTURING

Material 

Development

Design, 
Modelling &  
Simulation

Materials 
processing & 

layering
Final Product

3D CAD

Model
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.STL File Sliced Layers  

&

Path Tools

Printing 
and 

Layering

3D Object



A: Subtractive Manufacturing
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B: Additive Manufacturing

ADDITIVE MANUFACTURING



MULTICOLOR 
ELECTRONIC 3D PRINTER

3D PRINTER
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LIQUID 3D PRINTER METAL 3D PRINTER

ADDITIVE MANUFACTURING



Industries & 

Additive 

Manufacturing

Fashion 

Jewelleries

Medical

Aerospace Automotive

other industries
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ADDITIVE MANUFACTURING



DIGITAL INFORMATION
(computer/mobile Generated Data)

AUGMENT
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REAL WORLD
(physical/real world environment)

REALITY

+

AUGMENTED REALITY



AUGMENTED REALITY

MARKER BASED MARKERLESS BASED

LOCATION BASED
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SUPERIMPOSITION BASED PROJECTION BASED

OUTLINING BASED



Marketing
Travel Navigation 
Maintenance & Repair 
Shop Floor monitoring

Training & Work Instructions 
Entertainment
Medical 
Education & etc

REAL TIME GUIDANCE 
ERROR PROOF
REAL TIME TRIGGER

INTERACTIVE  
INNOVATIVE 
INTUITIVE

AUGMENTED REALITY
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1. AR apps can be used for product promotion.
2. AR apps can be used to create advantages for a

product.
• see what is inside the packing box
• try new products—virtually—looking at them at 

all angles
• compare assorted colors and models of an item to

decide which suits better
• order products via the app
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AUGMENTED REALITY



AUGMENTED REALITY
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FIRST LOCAL AUTHORITY TO USE 
AUGMENTED REALITY MURAL
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MUAR STREET ART

AUGMENTED REALITY



NO. OF VISITORS

DAY & TIME OF VISITING

COMMENTS TO IMPROVE

CREATE A

TOURISM

BUSINESS

INTELLIGENT

AUGMENTED REALITY
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INCREASED THE MILK PRODUCTION
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AUGMENTED REALITY



70 % MORE MEMORY
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AUGMENTED REALITY



CYBER SECURITY
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Cyber security
refers to the body of technologies, processes, and 
practices designed to protect networks, devices, 

programs, and data from attack, damage, or 
unauthorized access.



CYBER SECURITY

malicious activities
accomplished through
human interactions. It
uses psychological
manipulation to trick
users into making
security mistakes or
giving away sensitive
information.
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CYBER SECURITY
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CYBER SECURITY

6 common cyber attacks
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CYBER SECURITY
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CYBER SECURITY
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CYBER SECURITY
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CYBER SECURITY

EMERGENCY  
CONTACT

EXTERNAL  
CONTACTS

NOTIFICATION  
NETWORK

SCOPE OF 
WORK/AREA

DR TEAMS & 
RESPONSIBILITES

DR LEADER

DISASTER 
MANAGEMENT  

TEAM
NETWORK TEAM SERVER TEAM

APPLICATION  
TEAM
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DATA & BACKUP
RESTORING IT 

FUNCTIONALITY

IT SYSTEMS
NETWORK 

EQUIPMENTS



CYBER SECURITY

The CIA Triad is a model designed to 

guide an organisation’s policies on 

information security. The elements 

of the triad are considered the three 

most crucial components of 

security.
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to restrict who can access it.
This includes policy, of course (the equivalent of that 
‘donot enter’ sign), but should also extend to security 
technologies.

limit what people can do
with that data.
the ability to copy, move or
alter data should be restricted.
This protects the integrity of
your data, ensuring that those
authorised users are accessing
the right data at all times…

not to over complicate access for 
those who need it.
Complicated security measures can be a  
bottleneck to access, particularly if systems  
aren’t properly maintained or if problems  
aren’t immediately rectified. Including 
ensuring the appropriate bandwidth is  
available and havingbackup and disaster  
recovery methods in place.

So the CIA triad make a good team – but they can’t work alone!



CLOUD COMPUTING

Data stored in an internal drive
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Data stored in cloud or external 
server

Data stored safely in cloud – equipment failure 
or theft doesn’t result loss of data

Install only one application

Equipment failure or theft – loss of data

Additional program requires installation

Cost of hardware and operating system One subscriptions fees – access to any data

Depend of computing power of the 
equipment used

Access it anywhere, anytime with any devices

Need to upgrade equipment – speed & efficiency

Not linked to specific device – cannot access



SCALABILITY
IMMEDIATE  

USE
MONEY SAVING
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CLOUD COMPUTING



CLOUD COMPUTING

END USERS
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DEVELOPERS

INFRASTRUCTURE



CLOUD COMPUTING
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SYSTEM INTEGRATION
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DYNAMIC –> MULTIDIRECTIONAL COMMUNICATION
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SYSTEM INTEGRATION



SUPPLIER

MANUFACTURER

DISTRIBUTOR

RETAILER

CUSTOMER

ORDER & CONFIRM

PLAN

CONTROL

The control center:
Monitor, manage, make decision 
(manages execution across entire 
network)
>>> EFFICIENT, RESPONSIVE, COST-

EFFECTIVE

PREDICTABILITY

SUSTAINABILITY

TRACEBILITY

VELOCITY

AGILITY

Inventories

COGS – cost of goods sold

OSA – on shelf availability

Product Safety

SYSTEM INTEGRATION

CERTIFIED PRODUCTIVITY SPECIALIST (CPS) COURSE
58



INTERNET OF THINGS

ARDUINO RASPBERRY PI

HIBISCUS
SENSORS
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CONNECTIVITY

MIDDLEWARE 
IOT PLATFORM

APPLICATION  
& ANALYTICS



INTERNET OF THINGS

Arduino,Raspberry Pi, Libelium

MIDDLEWARE 
(CLOUD BASED)

DESKTOP/MOBILE  
APPLICATIONS

www.favoriot.com

C
O

N
N

EC
TIV

ITY
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http://www.favoriot.com/


INTERNET OF THINGS

MPU6050
• Accelerometer

• Gyroscope

BME280
• Altitude

• Barometer
• Humidity

• Temperature

APDS9960
• Accelerometer

• Gyroscope

RGB LED

Buzzer

ESP32

• Dual-Core 

Microcontroller

• WiFi & Bluetooth

USB Type-C

• USB to UART CP2104

• Automatic bootloader

reset
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INTERNET OF THINGS
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INTERNET OF THINGS
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INTERNET OF THINGS

IOT with proximity sensors

MONITOR 
CONTROL 
OPTIMIZE 

AUTONOMOUS

Expected 8%-10% productivity UP

Notification via

Telegram to maintenance to response –
this will speed up the rescue
To the machine and reduces  
Machine downtime

HIBISCUS
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INTERNET OF THINGS

Gas 
Sensors

Ammonia
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INTERNET OF THINGS
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INTERNET OF THINGS
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INTERNET OF THINGS
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AUTONOMOUS

4
OPTIMIZE

3 2
CONTROL

1
MONITOR

IOT MATURITY 
PHASE

INTERNET OF THINGS
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• Data
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• Traditional enterprise data which 
include ERP transactional data, 
CRM systems, web transactions, 
and financial data.

• Usually data volume ranging from 
Gigabytes to Terabytes.

• Batch data or near real time data

• Structured or Unstructured

• Involves Business Intelligence, 
analysis and reporting

• Big Data

• Data generated from various non-
traditional data source such as 
sensor data, log data, device data, 
videos, images and etc.

• Data volumes can go further than 
Terabytes and up to Zettabytes.

• Often real-time data

• Multi-structured

• Complex, advanced, predictive 
business analysis and insights

BIG DATA ANALYTICS



BIG DATA ANALYTICS
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Big data analytics is the often complex process of examining large and varied datasets, or big
data, to uncover information -- such as hidden patterns, unknown correlations, market trends
and customer preferences -- that can help organizations make informed business decisions.

STRUCTURED DATA – EASY TO MANAGE, LESS STORAGE



BIG DATA ANALYTICS

VIRALITY

- Does it convey messages?
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VISCOSITY
- Does it call for action?

VISUALISATION
- Does it trigger a decision?

VELOCITY

- Is the information in real time?

VARIETY
- Can we find information that we’re looking for?

.

VALUE

- Can we find it when we most
needed it?

VOLUME
- Is the information needed balanced?

VERACITY
- Are we dealing information 

or disinformation?



BIG DATA ANALYTICS

DIGITAL DATA DRIVEN 
ORGANIZATION

DATAleadstoaBetterManagement

INFORMATION
REPORTING

KNOWLEDGE
ANALYSIS

OPTIMISATION
ANALYTICS

What happened?

What did it happen?

What will happen?

How to improve?

Dashboard/Scorecard  
Business reporting 
Data Warehouse

Defined problems 

& opportunities

Dashboard 
Business reporting 
Data Warehouse
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Ability to find 

Root cause

Data Mining  
Forecasting

Better projections 
of conditions

Simulation 
Optimization 
Decision Modeling

Best possible business 

prospect



BIG DATA ANALYTICS

COMPUTER

INTERNET OF THINGS

BIG DATA ANALYTICS
ARTIFICIAL 
INTELLIGENT

AUTONOMOUS ROBOT

DECISION MAKING
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ARTIFICIAL INTELLIGENCE

ATTITUDE vs INTELLIGENCE
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The capacity given by humans to machines to memorize and learn from 
experiences, to think and create, to speak, to judge and make decision



ARTIFICIAL INTELLIGENCE
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ARTIFICIAL INTELLIGENCE

ANALYTICAL 
ARTIFICAL INTELLIGENCE
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HUMAN INSPIRED 
ARTIFICAL INTELLIGENCE

HUMANISED 
ARTIFICAL INTELLIGENCE



ARTIFICIAL INTELLIGENCE

Big dataIdentification

Demographic  

Analysis

Emotion  
Analysis
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ARTIFICIAL INTELLIGENCE

MACHINE DO THE 

PROCESS

AI CAMERA DO THE 
CHECKING

DEFECTS FOUND

MAINTENANCE

SUPPLIER

REAL TIME 
DECISION MAKING

AI CAMERA FOR INSPECTIONS
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AUTONOMOUS ROBOT

• actuator (motor, servos etc)
• sensors

• controller
• power source

• artificial Intelligent

Dull (repetitive), Dangerous, Difficult, Dear (monitoring project at site)
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Industrial robot
Robot arms are typically made of raw
materials like steel, aluminium and cast
iron. Some special robots, like those used
in clean room applications, are made of
titanium. Beginning at the base,
these industrial robots are assembled of
several components, including motors,
cylinders, cables and bearings.

Collaborative robot (cobot)
A cobot is designed to work with people
and not to replace people. Cobot are also
called people-focused robots and can help
people to make and refine the work they
do easier. Dirty, unsafe, boring,
monotonous or repetitive tasks can be
performed by the robot so that employees
can concentrate on other tasks.

Commercial robot
Commercial robots are widely used in the
field, as autonomous guided, drones (aerial
robot), and in medical applications. The
exceptional service offered by commercial
robots over conventional ways is likely to
boost investment and utilization.

AUTONOMOUS ROBOT

CERTIFIED PRODUCTIVITY SPECIALIST (CPS) COURSE
81



AUTONOMOUS ROBOT

HOLIDAY WORKERS

REDUCE 60% OF WALKING
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AUTONOMOUS ROBOT

HIGH SKILL TECHNICAL 
(ENGINEER)

MID SKILL 

(TECHNICIAN)

LOCAL

FOREIGN

LOW SKILLED  
(OPERATOR) FOREIGN

NOW

HIGH SKILL INNOVATOR 
(ENGINEER)

MID SKILL 

(SPECIALIST)
LOCAL

MID SKILLED  
(OPERATOR)

ROBOTICS

AUTOMATION

INDUSTRY 4.0

• ELIMINATE DEPENDENCY ON FOREIGN LABOUR
• PROVIDE PLATFORM FOR JOB UPGRADE ON LOCAL LABOUR
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AUTONOMOUS ROBOT

MCK19
Innovations

KIAH – Key
Assisting

Healthcare - AGV  
(Automated Guided Vehicles)

Roboprenuer Sdn Bhd Founder
and Chief Executive Officer Dr
Hanafiah Yussof (right) posing
for a picture together with first
Malaysian-made autonomous
humanoid robot named
Advanced Development
Autonomous Machine (ADAM)
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CHALLENGES IN IR4.0
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CHALLENGES IN IR4.0

W A L L O F

CHALLENGES
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WALL OF 
GOVERNANCE

WALL OF LEGAL 
SYSTEM

WALL OF 
INFRASTRUCTURE

WALL OF HUMAN 
CAPITAL

WALL OF 
TECHNOLOGY

WALL OF SOCIAL 
ACCEPTANCE



CHALLENGES IN IR4.0

PROBLEM STATEMENT  
FIND THE GAP
LIST 3 PROBLEMS

DEVICES 
MACHINES  
PROCESS

COST SAVINGS 
ASSETS 
IMPROVEMENT

TECHNICIAN
SUPERVISOR
MANAGER
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1. MINDEST
Not having the right  

transformation mindset –

CEO to drive

2. CULTURE
change management is a  

key component in  

bringing about successful  

culture change

3. GOALS
Not defining clear goals  

means your organization  

will end up with people  

going in lots of different  

directions

4. TALENT
fail to bring in people  

who have a digital  

understanding and

experience implementing

5. TECHNOLOGY
focusing solely on the 

enabling technology can  

lead to failure

6. ATTITUDE
Adopting a fail fast

mentality, however, often

means companies might  
not give projects the room  
to succeed.

source:aiim.org
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IMPACT IN IR4.0
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IMPACT OF IR4.0

ONE OF THE TRUE TEST OF LEADERSHIP IS THE ABILITY TO RECOGNIZED A PROBLEM BEFORE 
IT BECOMES AN EMERGENCY
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IMPACT OF IR4.0
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IMPACT OF IR4.0

INDUSTRY 4.0
Transform management and leadership styles from

POWER-DRIVEN TO VALUE-DRIVEN

MANAGED BY AUTHORITY
“I believe in this strategy.”

“I think this is the right thing to do.” 
“I want you to believe in me.”

“This is my team.”

MANAGEMENT THAT INCLUDES SOCIAL, 
EMOTIONAL, PSYCHOLOGICAL OR 
BUSINESS VALUES.

5 Core Values
INTEGRITY. Know and do what is right. Learn more. 
RESPECT. Treating others the way you want to be 
treated. Learn more.
RESPONSIBILITY. Embrace opportunities to 
contribute. Learn more.
SPORTSMANSHIP. Bring your best to all
competition. Learn more.
SERVANT LEADERSHIP. Serve the common good. 
Learn more.
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IMPACT OF IR4.0

W ork productive

ction proactive

esult effective

indset positive

A

R

M

Empowering Future Technology
INDUSTRY 4.0

IMPACT
ON MANAGEMENT

P
IL
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R

S
O

F
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4
.0

 T
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H
N

O
LO

G
Y

Learn UNLEARN RELEARN
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IMPACT OF IR4.0

INDUSTRY 4.0
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is a MUST choice.


